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1
Decision/action requested

It is requested to approve the proposal into TR 33.856.
2
References

N/A
3
Rationale





This contribution adds impact on existing nodes and functionality to each solution in TR 33.856 to make it complete, and also fixes some typos.
4
Detailed proposal

*************** Start of Change ****************
6
Solutions


6.1
Solution #1.1: Key derivation during SRVCC from 5G to UTRAN CS without direct interface between AMF and MSC server
6.1.1
Introduction

This solution addresses the key issue #1, namely achieving backward security of key derivation during SRVCC from 5G to UTRAN CS if there is no direct interface between the AMF and the MSC server.

6.1.2
Solution details
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Figure6.1.2: key derivation of 5G to UTRAN CS during SRVCC without direct interface between AMF and MSC server
1. The gNB sends Handover Required message to the AMF.

2. The AMF derives a new K'ASME key using the KAMF key and the current downlink 5G NAS COUNT of the current 5G security context as described in clause 8.6.1 of TS 33.501 [1].
3. The AMF assigns the value of ngKSI to the eKSI (maps ngKSI to eKSI) and transfers the new K'ASME key and the UE security capability to the MME via PS to CS HO request message.

4. The MME may further derive the CKSRVCC, IKSRVCC based on the new K'ASME key, or treat the received new K'ASME key as the concatenation of the CKSRVCC, IKSRVCC. Then the MME assigns the value of eKSI to KSISRVCC (maps eKSI to KSISRVCC) and transfers CKSRVCC, IKSRVCC with KSISRVCC, downlink 5G NAS COUNT and the UE security capability to the MSC server in PS to CS HO request message.
NOTE: MME and UE need to agree on how CKSRVCC, IKSRVCC are derived (e.g. via a new key generation procedure using K’ASME or treating K’ASME as a simple concatenation of CKSRVCC, IKSRVCC).
5. The MSC server sends the PS to CS HO response message to the MME.

6. The MME sends the Forward relocation HO response message including the security parameters in step 4 to the AMF.

7. The AMF sends the HO command to the gNB, in which includes the security parameters in step 6.

8. The gNB sends the HO command to the UE, in which includes the security parameters in step 7. 

9. When the UE receives the message, it derives the new K'ASME key using the KAMF key and the current downlink 5G NAS COUNT, and identifies the CKSRVCC and IKSRVCC as the MME does.

If the SRVCC handover is not completed successfully, the new mapped CKSRVCC, IKSRVCC and KSISRVCC cannot be used. The MSC server enhanced for SRVCC shall delete the newly mapped SRVCC security context for the UE, including CKSRVCC, IKSRVCC and KSISRVCC.
6.1.3
Impacts on existing nodes and functionality
MME:

-
It needs to derive CK||IK from received K'ASME according to "SRVCC HO Indication" received from AMF
UE:

-
It needs to derive CK||IK from K'ASME which are derived from KAMF.
6.1.4
Evaluation

For Key Issue #1: Achieving backward security of key derivation during SRVCC from 5G to UTRAN CS
-
Solution #1.1 is used in the scenario that no direct interface exists between the AMF and the MSC server.
-    For the AMF, a new K'ASME key needs to derive, the downlink 5G NAS COUNT is reused.

-    For the MME, the CK and IK for SRVCC based on the new K'ASME key need to derive.

-    For the UE, a new K'ASME key need to derive, the downlink 5G NAS COUNT is reused.
TR 23.756 [2] has decided to reuse the existing SRVCC mechanism as much as possible to minimize the impact on 5GS and UMTS, it is therefore there is no direct interface between AMF and MSC server. This solution for key issue #1 describes the key derivation during SRVCC from 5G to UTRAN CS via MME.
This solution reuses the current parameters of 5G security context as much as possible, and can minimize the impact on 5GS and UTRAN.
6.2
Solution #1.2: Key derivation during SRVCC from 5G to UTRAN CS with direct interface between AMF and MSC server
6.2.1
Introduction

This solution addresses the key issue #1, namely achieving backward security of key derivation during SRVCC from 5G to UTRAN CS if there is a direct interface between the AMF and the MSC server.

6.2.2
Solution details  
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Figure6.2.2: key derivation of 5G to UTRAN CS during SRVCC with direct interface between AMF and MSC server
1. The gNB sends Handover Required message to the AMF.

2. The AMF derives CKSRVCC||IKSRVCC using the KAMF key and the current downlink 5G NAS COUNT of the current 5G security context.
3. The AMF assigns the value of ngKSI to the KSISRVCC (maps ngKSI to KSISRVCC) and transfers the CKSRVCC||IKSRVCC and the UE security capability to the MSC server via PS to CS HO request message.

4. The MSC server sends the PS to CS HO response message to the AMF.

5. The AMF sends the HO command to the gNB, in which includes the security parameters in step 3.

6. The gNB sends the HO command to the UE, in which includes the security parameters in step 5. 

7. When the UE receives the message, it derives the CKSRVCC||IKSRVCC using the KAMF key and the current downlink 5G NAS COUNT.
If the SRVCC handover is not completed successfully, the new mapped CKSRVCC, IKSRVCC and KSISRVCC cannot be used. The MSC server enhanced for SRVCC shall delete the newly mapped UE SRVCC security context, including CKSRVCC, IKSRVCC and KSISRVCC.
6.2.3
Impacts on existing nodes and functionality
AMF:

-
It needs to derive CK||IK directly from received KAMF according to "SRVCC HO Indication" received from gNB
UE:

-
It needs to derive CK||IK directly from KAMF.
6.2.4
Evaluation

For Key Issue #1: Achieving backward security of key derivation during SRVCC from 5G to UTRAN CS
-
Solution #1.2 is used in the scenario that there is a direct interface between the AMF and the MSC server.
-     For the AMF, the CK and IK for SRVCC is derived by using the KAMF key, the downlink 5G NAS COUNT of the current 5G security context is reused.

-    For the UE, the CK and IK for SRVCC is derived by using the KAMF key, the downlink 5G NAS COUNT of the current 5G security context is reused.

This solution reuses the current parameters of 5G security context as much as possible.
6.3
Solution #2: Emergency session in SRVCC from 5G to UTRAN CS

6.3.1
Introduction

This clause addresses the key issue #2 for authenticated emergency session and unauthenticated emergency session.
6.3.2
Solution details 

When the SVRCC is for an authenticated emergency session or an unauthenticated emergency session, the security procedure in solution #1.1 is applied if there is no direct interface between the AMF and the MSC server. Otherwise if there is direct interface between the AMF and the MSC server, the security procedure in solution #1.2 is applied.

In the case when the SRVCC is for an unauthenticated emergency session, since the derived keys have no ability to affect the output of the NULL algorithms. However, call set up must continue even though 
the network and the UE derive different keys.
6.3.3
Impacts on existing nodes and functionality
In case there is no direct interface between the AMF and the MSC server, subclase 6.1.3 in current TR applies.

In case there is direct interface between the AMF and the MSC server, subclase 6.2.3 in current TR applies.
6.3.4
Evaluation

This solution applies the security procedure in solution #1.1 or solution #1.2, it can avoid the continuous authentication process during the IMS Emergency Session handling in SRVCC from 5G to UTRAN CS.
The details of evaluation for solution #1.1 and solution #1.2 can be seen in 6.1.3 and 6.2.3.

This solution satisfies the requirement of key issue #2. For an authenticated emergency session, the security procedure in subclause 6.1.3 or 6.2.3 shall be applied. For an unauthenticated emergency session, call set up must continue even when the network and the UE derive different key.

6.4
Solution #3: Protecting the SRVCC capability 
6.4.1
Introduction

This solution addresses the key issue #3, namely protecting the SRVCC capability.

6.4.2
Solution details

For protecting the SRVCC capability in conjunction with the MS Classmark 2 and Supported Codecs IE in initial Registration Request message, the hash based method specified in subclause 6.7.2 in TS 33.501 [1] can be reused to address the problem.

 For protecting the SRVCC capability in Intra-5G handover procedure, the messages between source AMF and target AMF are protected by NDS/IP.
6.4.3
Impacts on existing nodes and functionality
There is no impact on the existing UTRAN and EPS system.
6.4.4
Evaluation

TR 23.756 [2] has decided to reuse the existing SRVCC mechanism to send the SRVCC capability, MS Classmark 2 and Supported Codecs IE in an initial Registration Request message and in the Intra-5G handover procedure. 
*************** End of Change ****************
��This had been approved in SA3#92. (S3-182693)
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